Alisson de Oliveira Caldas Azevedo

Rio de Janeiro/RJ — Brazil
https://www.linkedin.com/in/alisson-de-oliveira / https://www.alisson.info

About me

e Over a decade of experience in IT, starting at age 14 as an intern in Web
Development, Hardware, and Linux Systems.

o Passionate about technology and continuous learning at any cybersecurity area.

¢ Enthusiast in security challenges and ethical hacking (CTF) on TryHackMe &
HackTheBox

¢ Enjoys hardware hacking in spare time.

Education

¢ Postgraduate in Offensive Security and Cyber Intelligence — VINCIT (2024)
e Postgraduate in Threat Intelligence and Threat Hunting — VINCIT (2024)
e Bachelor’s in Information Systems — Estacio (2021)

Certifications

e CompTIA
o CompTIA — Security+ (SY0-601)
o CompTIA — Pentest+ (PT1-003)

e APISec University
o Certified AppSec Security Analyst (CASA)
o APISec Certified Practitioner (ACP)

e The SecOps Group

Certified AppSec Practitioner (CAP)

Certified Network Security Practitioner (CNSP)

Certified Cloud Security Practitioner AWS (CCSP-AWS)
Certified AppSec Pentester (CAPen)

Certified API Pentester (C-APIPen)

Certified AI/ML Pentester (C-Al/MLPen)

Certified AppSec Pentester eXtreme (CAPenX)
Certified ActiveDirectory eXtreme (C-ADPenX)
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e Cyber Warfare Labs
o Certified Red Team Analyst (CRTA)
o Certified Red Team Infra Dev (CRT-ID)
o Certified Red Team Cred Ops Infiltrator (CRT-COI)

e INE (aka eLearning)
o eWPTx v3 (Certified Web Penetration Tester eXtreme)
o eCPPT v3 (Certified Professional Penetration Tester)
o eJPT v2 (Junior Penetration Tester)

Pursuing: DCPT (Desec Certified Penetration Tester), SYCP (Solyd Certified
Pentester), OSCP (Offensive Security Certified Professional), ASCP (API Security)


https://www.linkedin.com/in/alisson-de-oliveira
https://www.alisson.info/

Professional Experience

Itau Unibanco / Zup Innovation
Security Analyst Il | July 2024 — Currently
¢ Allocated to Itau Appsec team as a Pentester.

e Conducting pentest and vulnerabilty tests on Web, API, Androi, and iOS
applications.

Petrobras / Decatron Automacao e Tecnologia da Informagao
Security Analyst Il | Feb 2022 — July 2024
o Allocated to Petrobras CSIRT team as a Red Team Analyst

e Conducted Breach & Adversary Emulations, Penetration Testing, and
Proof-of-Concept (PoC) development

e Performed Threat Hunting in SIEM, DNS, EDR, WAF, Proxy, etc.

e Conducted Threat Intelligence by researching APT information from open-
source feeds

e Assisted in Incident Response and conducted Datalake queries to analyze
traces from tests and campaigns

Moinhos Cruzeiro do Sul

IT Technician / Support Analyst | Aug 2013 — Jan 2022
e Provided Level 1, 2, and 3 support for SAP ERP and IT infrastructure
e Managed Active Directory (AD) users and permissions
o Administered AirWatch server and access control systems (CCTV)

Micro Vila da Penha (Microcamp / People)
IT Instructor | Jul 2011 — Jul 2013

Micro llha (Microcamp / Instituto Qualifica)
IT Instructor | Apr 2010 — Jul 2011



